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1 Introduction
1.1 Purpose of this Document

This document provides a detailddscription of the final caepts for the Information and
Communication Technology (ICT)&hitecture for federated distributed simulation of Critical
Infrastructures. Rathnam [Rath04] defines affatdel simulation as thgarallel execution of a
group of simulations wherein information éxchanged between individual simulations at
run-time. We aim at designing mechanisms #natsuited for coupling wide range of differ-
ent infrastructures simulators, with different timing models and execution models.

A companion document [D4.2a] to this architeet document describes the realisation of a
demonstrator as a technical proof of conceptol). The demonstrator consists of a federa-
tion of three infrastructure simulators angimulator for external flooding events, extended
by some ICT components for logging, visudiisa of outages, and a control GUI. Particu-
larly, the TPoC comprises the demonstratiosatware mechanisms for coupling the feder-
ate simulators and a workflow for setting uplaunning such a federation. The realisation of
the demonstrator followed the architecturaprgach described in ¢hpredecessor of this
document [D4.1a] and took into account the firmajuirements desctipn [D2.1b] that speci-
fies a subset of requirements that should be met by the TPoC.

The demonstrator has been evaluated sucdisafiainst these requiments and other crite-
ria [D4.2b]. Particularly, the proposed draftTi@rchitectural concepts [D4.1a] have passed
this test. Consequently, only minor adjustmentth&originally propos# concepts had to be
made and are described in this document. #unther insights from the evaluation will result
in suggestions for improvements of the ICT ardhiiee, to be preserddn the final design
study.

The proposed ICT architecture makes use ofnanconication middleware #t is described in
another deliverable [D3.2b]. The architecteraploys domain specific knowledge wherever
dependencies between different infrastructamessimulated. This kndedge is provided by
ontologies and a knowledge-based system. Theegs for these parts of the technical proof-
of-concept are describedtine deliverable [D3.1b].

1.2 Structure of the Document

After describing the overall dggn methodology of the ICT archdture in sections 2.1 and
2.2, we specify the OmissionQ, the. overall goals othe ICT architectu in section 2.3. In
section 2.4, we describe the DIESIS conceptigsign for federated simulation, based on the
three core concepts of sceivaorientation, lateral couplingnd functional differentiation of
couplings (links). Thereafter, wexplain the realisation of tHET architecturen section 2.5,

by describing how a scenario description @sformed into a technological service network
and how SOA-based couplings shall be realisée. proposed lateral coupling allows also the
use of other coupling middleware, e.g. HLAsbd couplings. The interplay of SOA-based
couplings and other couplings igdfty described in section 2.6.

Section 2 remains almost unchanged. Howeveordter to be self-contained, this document
does not make vast references to its predec¢Bdola]. The main differences occur in sec-
tions 3 and 4. Sectionf@ovides general directions foretfimplementation pls, including a
description of a time synchront&an model suited for a wide range of simulators. Section 4
now describes a more detailewrkflow for preparing, settg up and deploying a federation
of ClI simulators and analysing the results.

& D4.1b Final Architectural DesignPage 4 of 29
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2 ICT Architectural Approach
2.1 Introduction  Coupling Simulators

In the last decade, some powerful simulatioals emerged from several application areas.
These tools are able to simulate technoldggatems (energy supply systems, telecommuni-
cation systems, railway traffic systems E), Isjc situations (military and civil operations,
logistic chains E) and common societal intelations (e.g., economical impact simulations)
in a way that they create addemlues for the application areas.

As a general rule, the involvesimulators are closed systemorlds. Typically, the design of
these system worlds either disregarded the wlaficoupling with other simulators or, in the
best case, only to a very limited extent.

Currently, there are a number of projects #iat at coupling severaltand-alone simulators
in order to simulate large-scale systemic relations. Two questions are central to the investiga-
tions within these projects.

o Benefit of Coupling

Currently, it is not quite clear if offerg technology and services for large compounds
of simulators may result in an effectigeonomically sustainableperation of the pro-
posed EISAC Research Infrastructure. Effective generation of economic sustain-
ability depends mainly on the ability tofae a suitable business model for EISAC
and the ability to convince key players dooperate in prontimg Cl modelling and
simulation. Hence it is the coidea of the DIESIS project ®ubstantiate such a bene-
fit by proposing a viable business model foe EISAC that shall cover various as-
pects related to Cl modelling and simulatibm such a project, the concrete technol-
ogy for coupling or federating comes in secamd is, first and foremost, a means for
operationalising the underlying business model.

o Technological Coupling of Simulators

In recent years, a large numbmr projects have investiged and tested methods for
coupling simulators. As a general result it tenstated that the technological task of
coupling is highly demanding drthat there are no idealmggral purpose solutions for
the coupling task, but the applied methads strongly determined by the general re-
quirements and the application tagkhand (scenario, simulators E).

The market for simulator coupling middlewasedominated by highlyproprietary solutions
and differing implementations of a few standarfsis situation leads to a strongly competi-
tive acting of involved vendors. This adds te firoblem of coupling simulators another B not
primarily technological B dimension that maktes efforts of harmonising and coupling simu-
lators even more difficult.

This document describes ideas and architecturatiptes for coupling of a variety of simula-
tors in the area of Critical Infrastructures (Clhe principles illustrated herein consider not
only technological approaches, but try alsemabrace some of the factors mentioned above.

& D4.1b Final Architectural DesignPage 5 of 29
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2.2 Architectural Methodology

The remainder of this document describes idaakarchitectural principles for coupling of a
variety of Cl simulators and related simulatensd tools. The principk illustrated herein
consider not only technological approaches,thyutilso to embrace some of the factors men-
tioned above.

There are many different state of the art methods to describe, realise and implement ICT ar-
chitectures. Often, hierarchical views on thetegn to develop are adopted to reduce the
complexity in developing software. The docemh at hand uses the four-layered MCRI
schema as shown in Figure 1, consisting of ssion layer (M), a concepts layer (C), a reali-
sation layer (R), and finally the implementatiogda (). Each of the layers uses a different
level of abstraction and has a different focugernieure that all relevaispects of the overall
architecture are considered in a well-structured way.

The MCRI design pyramid shown in Figure lused to describe and motivate the detailed
decisions used at the implementation level. Téngl is normally not regarded as part of the
architecture. Architecture mainly takes placeéha&t concept and the resation level. The de-
sign pyramid describes the followingoagts of architecture step by step:

o0 Mission
What are the goals of the architecture?

o Concepts
Which are the (up to) 10 coi@eas underlying the architecture?

0 Realisation
How will the core ideas be turned intoTiGolutions? What ICT methods shall be ap-
plied?

0 Implementation
How will the realisation by means of tangible ICT be assured, what ICT systems will
be used?

Mission What are the goals?

What are the key ideas used

Concepts to realise the goals?

What methods are used to

Realisation : -
realise the ideas?

What are the ICT Systems used

Implementation to implement the methods ?

Figure 1: The four levels ofarchitectural description.

2.3 Mission
The overall mission of DIESIS can berraaved down to two essential questions:
a) Is there a business model for EISAhat is likely to succeed?

b) How can the technical basis for the caehnologies of the bireess modelOs products
and services be realised?

& D4.1b Final Architectural DesignPage 6 of 29
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2.4 Concepts

The architecture is made up from three n@oncepts. These concepts are based on experi-
ences that have been gathered from gphejects in the area of military, economy, and pub-
licly funded research.

2.4.a. Scenario Orientation
OWhen a man does not know what harbois heaking for, no wind is the right wind.O
Seneca

Purely generic approaches for coupling of datars are not feasible from current state-of-
the-art. The design space of Oall possible simafatm one applicatiarea, as for instance
OCritical InfrastructuresO, is too large fokimgall required ICT mechanisms available in a
generic manner. Decades of erpace in military simulationsh®wed that such generic ap-
proaches do not lead to usefabults. Coupling of simulatoksy creating a federation makes
sense only if the outcomes letwl added values. Fdhis purpose, scerias are always re-
quired. In this context, the noti of a scenario may be interfwe in a broader way as Ofamily
of scenarios.O However, expedershows that the probabilityatha project B or a federated
simulation for investigating a given problem b gates useful answers is directly related to
the precision of the problem description.

For DIESIS this means that a tangible desigth r@alisation of simulator couplings may start
only when adequately precise scenarios afmeld This circumstance restricts the possible
products of DIESIS considerghIDIESIS cannot create genetimls for coupling simulators;
this is not (yet) possible togalnstead, DIESIS develops pesses and acquires expertise of
how diverse Cl and related simtdes in given scenario contextzy be coupled as simply as
possible. Exactly this know-how will be one thie essential products of DIESIS. EISACOs
business model may bring this experience to etaak a part of its consultancy services.

Besides the generation of adequate know-howhail be paid attention to produce concrete
solutions in such a way that they may be eelis other experiments with minimal effort.

2.4.b. Lateral Coupling
OCurrently there is not a single approachgbbies all problems ia satisfactory way.O

Many vendors acting on the market postulatermmon usability of their tools (and methods)
to couple simulators. Some methods likeAd[High Level Architeture, [HLA1][HLAZ2])
postulate the definition of quasi standards,éwample, in the area of military simulation. If
this would really hold, the application of suahtechnique or methodould be an essential
simplification for the DIESIS project.

Unfortunately, observations in repitojects point out that theaséments of the vendors (and
interest groups) are not empiriggoroven. None of the toolsnd methods is really dominant,
and none of the particular user groups is satisivith the obtained reks to such an extent
that they will not make considerable effortfiod better methods. For this reason there are,
among others, projects like DIESIS.

& D4.1b Final Architectural DesignPage 7 of 29
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Simulation A Simulation D
I I
Common Communication
Common Data Model
| |
Simulation B Simulation C

Figure 2: Classical approach using uniform communication and uniform data structures.

Nearly all simulator interoperability approaches postulate what we characterise as Ocentra-
listic ideasO (Figure 2). Properties of centraliafiproaches include global time synchronisa-
tion, a federation-wide data model (like FOMderation object model), a federation-wide
functional model, and the attempt to enforaghtecal standards for apling. All simulators
involved in a federation need to bempliant with the elements of the approach, i.e. they have

to or should use a uniform data model éd@mmunication and alseniform communication
primitives. Additionally, also time, space and terrain models are often standardised.

Experience shows that these standardisatiansey difficult to achieve because they require
considerable changes of the coupled simulakreyuently, central time and space models are

not realisable because the simulators involxexibased on different and partly incompatible
models. Often, vendors are not willing toplement the corresponding harmonisation be-
cause there is no commercial need for it. For the reasons described above, the DIESIS archi-
tecture strictly abandons the ciieatof centralistic models. Insad, we pursue the strategy of
making simulators pair-wise or group-wisempatible based on some arbitrary coupling
primitives. In some particular cases this approach may result in centralised models for the
group of involved simulators, bthis is not a requirement.

Simulation A Simulation D
N
Local Communication
Local Data Modell
Simulation B Simulation C

Figure 3: Lateral coupling approachwith local structures for data exchange and communication model.

If there is a benefit in couplg a set of simulators, then these couplings will eventually be
created. The lateral coupling approach (Figure 3) will facilitate the creation of such couplings.
The art is not in realising a technological clingp, but in finding applications that receive an
added value from the coupling for wwh a customer is willing to pay.

Software solutions for pair-wise or group-wissuplings (called Olinfsin the following) will
be stored in the DIESIS repository. They nimy reused later in similar experiments (with
similar coupling requirements). ks may either already existi®bthe repositoryor as cou-
pling solutions offered by oth@arties B or need to be newhgated for a particular coupling
task.

When using the lateral approach, it must be quiesal that the set of all links will result in a
meaningfully executable scenario. For doing,tBIESIS uses the paradigm of service net-
works. This paradigm has been developed in German Armed Forces projects, like the SuT-
SOABwW project, to couple different military simulators using lateral models. Unfortunately,
we must not provide references, sitice project details are confidential.

& D4.1b Final Architectural DesignPage 8 of 29
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The authorisation to use cdrtdinks may be owned by somendors, e.g. links based on
commercial HLA implementations. In contrastdentralistic approaches, the lateral coupling
approach enables business mede which vendors may follow B up to a certain extent b
their proprietary businessrategy. This reduces the entry barrier for new vendors.

2.4.c. Families of Functions

Based on experience gained in other simulatapling projects, we know that certain kinds
of links can be distinguishe®@IESIS generates four classeflinks using different seman-
tics: time links, data linksuhction links and control links.

TIME LINKS

Simulators synchronise their internal time models by using time links. These links may be
used, for instance, to perform synchronisatiotirae step procedures. They may also be em-
ployed to integrate certain batch-like simwatcomponents or analysis sub-programmes into
established simulator federations. And finaliyne links may incorporate some logics for
readjusting certain time models or for comgeimg incompatibilities (as much as possible)

DATA LINKS

Simulators may exchange data by using data links not necessary that the semantics of the
data exchanged is based on a global data miodteit will be defined individually for a given
link. This approach avoids creating extensivett@mata models. Data links may incorporate
some logic that transforms data in such § et the data models of the linked communica-
tion partners will be mutually adjusted.

FUNCTION LINKS

Function links enable simulators to mutuatyoke function calls. Thisnay be used, for in-
stance, to make use of the computational galaces of other simulators. Function links may
also adjust transferred parameter values ohsaway that the data models of the involved
simulators will become compatible.

CONTROL LINKS

Control links shall manage the operation o fiederated simulation. These links serve for
starting and stopping the simulegcor for managing and changithe configuration settings
of the federates. Control links may, for instanbe employed for controlling the whole simu-
lation by using a central console.

2.5 Realisation

We consider the realisation of a federation #w@e-step approach. For the first two steps we
useservice networkss a descriptive means. In the first step, we use a service network for
describing the consideretenarioon atechnical or application levelsuch that non-ICT spe-
cialists can understand the elements of the scenario andeitianical relationships at the Cl
domain level. An example for a technical telaship is Osubstatignisupplies telecommuni-
cation device B with powerO. fihe second step, this technisakenario networkis extended

by technological (ICT) components and is transformed intteehnologicalservice network
This service network contairexditional ICT technological refanships like OThe analysis
tool F retrieves data from data logger DO. Thal §tep is then the deployment of the federa-
tion, involving the reuse of existing partiadupling solutions or thenplementation of new
couplings. In the following, we will explaieach of these steps in more detail.

& D4.1b Final Architectural DesignPage 9 of 29
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2.5.a. Service Networks

SERVICE NETWORK ARCHITECTURE

Service networks consist afyentsandservice links Agents are abstractions of acting enti-
ties, and they may represent humans, macharesyftware components. Agents may provide
services to other agents anéyhmay use services of other agents. Providing a service means
providing a (set of) discrete functions witthme service network. Service links define which
agent may use what services.

Agents

Agents within ascenarioservice network, the result of thesti design step, shall offer one or
more services. Services within such a scensgiwice network are specialised technical ser-
vices. That is, these services shalldeéined in such a way that they modthnical or ap-
plication oriented relationships (Othe transformer signals that it works normallyQ) rather than
(ICT) technological circumstances (Othe transformer supervisory system transmits certain
status data to a caot centre via ModbusO).

Typically, the agents of the network are theoived simulators and analysis programs, but
may also be software components that manhgesvents during a simulation experiment or
they may represent humans like users or operators.

Agents that are added in the second destgp typically represent additional ICT compo-
nents like a logger, an analysi®l, and more. Also, agentadservices are employed to rep-
resent the interaction of a user or operator with the federation. These additional agents, the
ICT technological services they provide, thégimral scenario servee network and the re-
quired additional service links én constitute the technologicaérvice network that is the

result of the second design step.

Service Links

Service links specify the utilisation of thengees provided. A service link connects two or
more agents and shall specify the foliogvproperties of sgice utilisation:

o0 Who offers the service?
In the graphical presentation, the arrow eatlthe service provider. The correspond-
ing agent provides the service.

0 Who uses the service?
In the graphical presentation, arrows oraafrom the service users. The correspond-
ing agents request the service.

o Which service level agreements are valid for the utilisation of a service?
Service level agreements (SLA) characterise the quality of the service provided. Dif-
ferent properties may be described, likpailal accuracyO, Oteonal accuracyO, Oer-
ror ratioO, and others. Each SLA is a nameévakir that fixes the properties of the
particular SLA, like O(spatial resolution, 3m)O.

0 Which operation level agreements ared/ddir the utilisation of a service?
Operation level agreement®LA) characterise provide@swarranties of technological
service provision, like Oavailtity of the servieO, Oinspection window of the service
providerQ, Otimes for bug fixing®, and ott®ush confirmations are not used in the
proof-of-concept phase because they arenddd just for safeguarding a later regular
operation.

& D4.1b Final Architectural DesignPage 10 of 29
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For each service (respectively for the associatdd,|la standardised description is stored in a
repository. When designing nesgenario service networks, tldescription may be employed
to enable the reuse of availalblesign patterns

Links may realise different communication models. For instance, blackboard models
[Craig95] are well suited for the type of distribdtproblem solving that is required for feder-
ated simulation. Also, the following oumunication models are conceivable:

Push

A simulator uses services to actively inform other simulators by calling services of the
other simulatorsO wrappers via the link that connects it to these simulators.

Pull

A simulator requests information from other simulators by calling services (via the
connecting link).

Publish and Subscribe

For information exchange, several simutat@stablish a publisher and subscriber
scheme by using an appropriditek. In this way, forinstance, a HLA based commu-
nication could be wrapped into a W3C construct.

Paste pump
performance

(O———» Flood Simulator

A

Precision, 1m
Hz, 0.0033

Hz, 0.02 Get level of water
at location

-t
-t

Set
operable

Power Simulator ——()—{ TelCo Simulator

Ask if power
available

Hz, 00033

Pump

Figure 4: Example of a scenario service network

Figure 4 is an example of a scenario servieavork describing an iaginary scenario. In-
volved infrastructures are a power network artdlecommunication network in an urban area
that are exposed to water flooding. A flood simulagularly calculates the water level in a
river system. This water level can be inquibyda power simulator artd a TelCo simulator.
The water level information is provided witghspatial resolution of one meter and is calcu-
lated each five to ten mineg depending upon (1) inquiry, (@ynamics of the water level
(e.g., slow calculation updates when there is haadly run-off, rain and evaporation, faster
recalculation when a high flow rate, rain fall@raporation occurs. There are also pumps that
can drain certain components tfe involved infrastructures, e.g. certain buildings. The
pumps can cope with flooding tp a certain water level. The power simulator and the TelCo
simulator can derive from the water level information whether the respective components are
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functional or out of order due to flooding. Thesdculations are internagimulations of both
agents (power and TelCo); therefore, theseutaions are not explicitly described in the sce-
nario service network. Those padfthe scenario have to be represented separately in the
more detailed description of the agents.

A pump simulator asks the power simulatach second with Oask if power availableO
whether the simulated pumps are working. Timulator informs the flood simulator using
Opaste pump performanceO whether and whichor@mts of the infrastructure have to be
drained by the pumps. In case of a pump amaifion the pump simulator signals an alarm by
using Oinduce alarm callQ. The TelCo simulatoulaies this message transfer. This is only
possible if the TelCo simulator asserts thatsimulated components not flooded and the
power simulator has informed it via Oset opie@ that the requiredyer supplies are still
working.

A scenario service network describes the basictire of the scenario (see the definition at
the beginning of the section 2.5). Howeveg tietwork does not display how many instances
of simulated agents (components) are used. Mieians that in the scenario of Figure 4 there
may be several power components as welkeseral pumps and TelCos. Also, neither the
spatial arrangement nor the intetian topology of the particulasomponents is described in
the network. These topologies asmime more parameters of theenario are adjusted at run-
time or immediately before starting the scenamoulation; therefore they are not fixed in the
scenario network.

The level of detalil in a scenario service netvvie‘rlfaadjus,table('). It can be increased by explic-
itly modelling certain details or decreased by OhidingO details in agents.

Paste pump
performance

Flood Simulator

Precision, 1m
Hz, 0.0033

Get level of water
at location

Flood Simulator

Paste pump
performance

T Hz, 0.02

Flow trough
interconnections

Flow trough B

interconnections

Flow trough
interconnections

Get level of water
from gauge

Water level
calculator

A

Precision, 1m
Hz, 0.0033

Get level of water

O at location

Figure 5: Scenario service network excgt with two different levels of detalil
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Figure 5 shows an excerpt of a scenario servietwork at two levels of detail. Variant B
shows the internal logic of tf@Flood SimulatorO of variant\ariant B is also illustrated by
a scenario network and shows in more detai bee calculation of the water level (inside the
OFlood SimulatorQ) could be performed. Rainwates gaxtly directly toa river, partly to a
drain (other ways for water goiradf left out for simplicity). The drain water goes to the river
(leaving out retention basins purification plants). Water #t is pumped away from infra-
structure components goes to the drain, 8&veral gauges along theatr measure the water
level in the river, and a water level calculati@rives from this information and from topology
data and a flooding model the water level atatertocations in the twan area. This simpli-
fied example shall demonstrate how differeniels of detail can be expressed by using ser-
vice networks.

FROM SCENARIO SERVICE NETWORKS TO FEASIBLE EXPERIMENTS

When simulators are coupled according to our approach, two challenges have to be mastered:

0 Scenario design
Content and extent of the scenario have tddszribed as preciss possible to assure
that the technological reatison meets the goals ofelfederation mission. As de-
scribed above, service networks are emplofge describing scenarios in a technical
way.

o Technological coupling
The developer of a federation must deschbg the technologi¢aealisation of the
scenario service network will be done. This includes the description of how links are
employed to provide and couple the requiresises. Particularly, he or she must de-
scribe how a link shall be employed such tihaitilises the required functions of the
simulators by means of services.

Below we describe step by step how a scensgwvice network may beansferred into an
executable experiment. This is a manual degigitess and thus thexperience of the de-
signer is an important factofhe design process may be supported by mechanisms. For the
proof-of-concept, these semi-automatic negbms are merely sketched and are imple-
mented only partially. In principle, an ingshentation of semi-automatic support does not
generate an added valioe the proof-of-concept, but maydcece time and costs of generating
regular experiments and may be a selling point.

The generation of an executabig@eriment follows these steps:

1. Design of a scenario service network
The scenario service network and a detailed description of the scenario will be de-
signed. Here, the functional design and the doattion with the users of the scenario
are in the fore.

2. Assignment of agents to ICT systefd Technologicaervice network

In this step it will be determined whid€T systems will be employed to realise the
functionalities of the agenis the scenario service meéork. Such ICT systems may
be, for instance, simulator systems, but also control or evaluation components, for ex-
ample. Figure 6 shows the extensions ef $khenario service network in Figure 5 by
control components for the simulation expeeint (OControlO) as well as recording
components (ORecorderQ) and analysispooents (OAnalysisO) for experiment
evaluation. In this step it is also deterednwhich additional service links shall be
used to integrate new components inte thhole federated simulation experiment
setup. OFlood Simulation® and OPump Sion@awill be realised by an (imaginary)
simulator OHighwater MaxO. For other agemditional tools aresed (Ojust online,O
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Ogive me power,O E). The extended scersmivice network is died a technological
service network.

A local (in case of sensitive federation assemblage) or EISAC-wide repository may
contain descriptions of ICT components a®dvice links that are already available.
The reuse of such components may reduceftioet for the realisation of new scenar-

ios and federations significantly. The desigagéscenario seree networks shall con-
sider which components already existidnow they can be employed usefully.

If an experiment requires ICT componentd available in the repository, these com-
ponents have to be newly realised. Subsequently, these new components will be in-
cluded in the repository and may be utilisaiblether scenarios. Therefore, a certain
level of genericness should be a design ggdeen realising new components in order

to increase the probability of theiifective reusability in new scenarios.

3. Deployment of the ICT systems

Components selected in step 2 will deployed. Additionally, the required service
links are deployed. Subsequently, the expenineexecutable and may be started any
number of times. In doing so, the parameters of the experiment may be changed, in-
cluding the topology of an infrastructunetwork, the number of simulated compo-
nents, scripted events, in order to conddifferent investigationr analysis tasks
within the scenario at hand.

High-water max
Paste pump

performance Start/Stop
Flood Simulator | Control
4

Precision, 1m
Hz, 0.0033 Hz, 1

Hz, 0.02 Get level of water
at location
-t

Control GUI

Give me power 17

Read
online

Set
operable

Power Simulator TelCo Simulator  f——

Ask if power

available
High-water max T

Induce
alarm call

Hz, 0.0033]

Pump B
I

Read operation
Recorder [—( -
_ - Hz,0.0033

Get data

A

Analysis GUI %

Figure 6: Extended scenario serde network that contains provisions for realising the M&S experiment.
The extensions are drawn in blue colour. The extendenetwork is called a technological service network.

Analysis
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2.5.b. SOA-Based Realisation of Links

The proposed ICT architecture is based onraiGeOriented Architecture (SOA) approach.
For the SOA-based couplings we realise the eaomapts that are described below. A mix with
other coupling mechanisms, like HLA, is ajsossible in the latal coupling approach.

WRAPPERS ATTACHED TO SIMULATORS

Each link (cf. section 2.4.c) is made up ofeatst two communicating &ppers. If more than
two simulators are connected by a link, thenlithle may consist of more than two wrappers
(cf. Figure 7).

A wrapper uses the application programminigiface (API) for accessinfe internal states
and information of the simulator and uses dloeess results for creating web services. These
web services may also use a data couplingdanmunicating with the simulator, for instance,
by accessing the simulatorOs datab{@sesher data storage components).

The wrapper provides one or more web sawithat could be deribed by means aWSDL
(web service description languadg@/SDL]). It should be kepin mind that a wrapper pro-
vides only services of exactly one familyfahctionalities (see section 2.4.c). A given wrap-
per must not address differedninctionalities, e.g., imust not combine or mix time links and
data links. If two simulators need all four saotdinks, then there wilbe four pairs of com-
municating wrappers. The number of parallelppers is due to the concept of distinguishing
the functionalities of links. The distincticadlows a clearer understding of the nature and
function of a link and thufacilitates the reuse of the link.i# essential for # realisation of
the idea of a growing inventory of coupling dadns that these solutis can be understood
and reused.

Algorithms or the technical transformation of messages shall be realised solely in wrappers.
This means that there are nodifications of simulators.

Simulation A Simulation C

Worapper Link 1.a Wrapper Link2.b Wrapper Link 1.b

Z BUS (via SOAP-RCP) Z

WSDL Link1.a WSDL Link2.a

Link 1

Service
Sevice
Service
Service
Service
Service
Sevice
Service
Service
Service
Sevice
Service

Link 2

Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service
Service

WSDL Link 1.b WSDL Link2.b

Wrapper Link 1.c Wrapper Link 2.a WSDL Link 1.c

Simulation D Simulation B

Repository

Figure 7: Structural overview of components in a SOA based realisation of links. Link 1 connects simula-
tions A, C and D and thus consists of three wrapperda, 1b, and 1c). Link 2 connects simulations A and B
and consists of two connected wrappers (2a and 2b).
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SERVICE AND LINK REPOSITORY

The service and link repositoriesay store information aboutdhavailable links and the ser-

vices used within the links. Repositories areanteo collect items and make them available

for reuse. These repositories may either be deatrtocal. OCentralOfees to headquarters,

like a possible EISAC European headquarteheadquarters within a member state having
more than one EISAC site, and it may also refer to the headquarter of a large private customer
who uses EISAC products and services at maa tne site. OLocalO refers to a single site,
like a particular EISAC node or a customer€s Shere are good reasons to have central re-
positories, like getting access d@olarger collection ofeusable items, but also good reasons

for local repositories, like enabling pate use for customers who need privacy.

2.5.c. Middleware for Coupling and Data Transport

In lateral coupling models each link may appgs own coupling middleware (respectively a
middleware instance). There arenfigurations in which thepplication of more than one
middleware makes sense, for instance, if W3C mechanisms and HLA coupling mechanisms
shall be used simultaneously in a federatiosimiulators. For practical reasons the number of
different coupling middleware (instancesjall be kept as small as possible.

This means that we can distinguish three gdsethe communication included in the lateral
coupling of simulators. In the first case, a coupling solution is available in the repository and
can be reused. In the secondegaxisting OlegacyO couplinigtsans, for example, based on
HLA or OpenMI [OpenMlI], are employed to gple two or more simulators. Consequently,

for this type of OlegacyO coupling the conication concepts, primitives, and middleware of
this particular couptig solution can be used.

In the third case, no coupling solution yet exists and a new one has to be developed on the
basis of the ICT architectupgroposed in this document. Thewly developed couplings use

the communication primitives and conceptshaf DIESIS communication middleware that in

turn runs on top of underlying networperating system, and hardware layers.

During the realisation of the links it shall belividually determined how to manage potential
loss of data (in the coupling middlewafet instance ignoring or retrying).

The SOA coupling middleware shall not use dyabindings of service calls. This implies
that no online-compatible broker logic or reposy logic is required. Dynamic binding is not
useful because each experiment has to be aclueatalysed and statically described in ad-
vance (see scenario service networks). Bohrological service netwks generated in the
realisation process automatically constituterteeessary static binding and deployment struc-
tures.

2.6 Interplay with other Interopera bility Middleware B Example HLA

High-level architecture (HLA) is a middlewarel@tion that is typiclly evolved from cou-
pling military simulators. HLA mainly consist of a common data model (SOM/FOM), a data
transfer bus (RTI), and adaptdo the coupled systems.

In a HLA-based implementation of links, the siators that will be coupled need to use a
common data model (FOM/SOM) to enable daxahange between the systems tied to the
links.

Additionally, for each link the required adaptershe simulators that are tied to the link have
to be realised. As for the SO#ased coupling, the realisatiof the adapters should not re-
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quire changing the simulatocode. Technical aptation (for instance regarding the
FOM/SOM) will only be performed within the adapters.

If HLA couplings are used for data or conthoks, then this does not necessarily imply that
the connected simulators also have to adlopttime model of the used RTI. Instead, HLA
may also be used purely as a transfer mediitn a SOA-like logic. Different HLA based
links may use different RTI (or RTI instancelsiit this should be avoided if possible.

In the lateral coupling approach, HLA can be uaedust as another varit of a bus oriented
middleware in order to realise links. When HtAuplings are combinedith other couplings
(Figure 8), then the basic HLA property of aldéeation-wide standarditon of data and in-
teraction model does not apply. If time linke aealised by means &fLA, then the HLA
specific synchronisation mechanisms may be used.

Simulator A

HLA Link none HLA Link

Simulator B Simulator C

Figure 8: Hybrid coupling of simulators using HLA implementation of links between simulators A and B,
and a different implementation for thelink between simulators B and C.
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3 Remarks on Implementation

As mentioned in Section 2.2, the implementatigretaof the design pyramid is not part of the
architecture. There are some other DIESIS d@umthat deal in more detail with the im-
plementation. The deliverable [D4.2a] OProofCainceptO describes the DIESIS technical
demonstrator. The implementation of the DIESommunication middleare is described in
the deliverable [D3.2b]. Final ontologi@nd KBS are described in [D3.1b].

However, in this section we will provide @xples for possible components of a federation,
and we will describe the initiaddea of the techrlogy development in DIESIS. Also, we will
introduce some additional requirements for the implementation. These requirements are also
included in the final version dhe requirements description [D2.1b].

3.1 Federation Components and DIESIS Middleware

Federations of CI simulators may vary kasgdepending on the purposes and requirements of
their users. They may run in a distributeghi@n, or on a single computer. The number of
federates may vary, as well as models, Cl @iosy synchronisation rtieods, additional tools
and the underlying hardware.gbre 9 shows a sketch of vaus components that might be-
come elements of a federation. The procegsutiing together a fedetran as specified by a
user is called thedéploymentOr Osetupdhe result of the deployment will be a federation
tailor-made for the particular user and pusgadsshall contain no unnecessary component.

Fault/ attack Analysis

GUI Logger Visualiser tool 00|

Federation setup Communication middleware

and management

Simulator Simulator
1 N

Time and event
synchronisation

Scenario
configuration Cl data Ontologies KBS Repositories
and management

Figure 9: Overview of possible components famodelling, simulation and analysis for CIP.

The user of a federation will typically get accésshe sketched components by means of a
graphical user interface (GUI). This GUI mag@be employed for deployment and for con-
trolling the federation. For the modelling tasks, asc® Cl data is essential. Ontologies may
be derived from the data, and facts and raotey be incorporated ia knowledge-based sys-
tem. A user may access repositories to storetoeve coupling sotions and other items.

For running the federation, several simulatorschi® be coupled using a suited interoperabil-
ity middleware. While the federation is runninlge simulators need t@e synchronised with
respect to time and events. Also, the simulatbey need to exchange data, call functions
from each other, and may be started or hakedlong as a federation runs, data and events
may be logged by means of a logger. The ldgogormation may later be displayed by a
visualiser, or analysed by mesaof dedicated atysis tools.

As mentioned in the earlier 4&ms, a crucial preregsite for running fedations is the inter-
operability middleware, i.e. ¢hmiddleware for coupling simulat (federates), for enabling
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semantically correct information transfendafor communication between the federates and
other components.

Figure 10 shows the essential middleware ponents that DIESIS proposes and their rela-
tion to the network support layer and the kheacke layer. The DIESIS middleware has been
partly implemented within the demonstratoraa®chnical proof ofoncept (cf. [D4.2a])).

Simulator . e Simulator Simulation layer
1 N (federates)
/O data Federation setup
management and management
Ontologies
Time and event Scenario DIESIS middleware
synchronisation configuration layer
Y and management

DIESIS communication middleware

Host infrastructure middleware
Network support layer

Operating system / network

Hardware layer (computer, cluster, GRID, ...)

Figure 10: Relation between CI simulators, DIESIS nddlewares, host infrastructure and hardware layer.

3.2 Additional Requirements for Implementation
3.2.a. Middleware for Coupling and Data Transport

Initially, DIESIS should not apply a commerciaiif-the-shelf (COTS) coupling middleware
product (like IBM Websphere [IW] or similar gpaducts from Oracle, P@leSoft and others),
because only marginal performance and scaabiiill be required for the demonstrator. An
appropriate COTS product may be applied ifitater phase better performance and higher
scalability are needed. This strategy shoulddgarded in programming the wrappers as well
as in selecting the applicationneronments (application servers).

Communication on top of the DIESIS communica middleware shall bestablished using
the SOAP-RPC protocol. Queues and othéeresive (SOA) coupling middleware algorithms
(like XSLT) shall not be apied for performance reasons.

When data is transmitted, it shall NOT bansformed by some additional middleware, for
instance by usingKSLTmechanisms [XSLT]. This requirement is being introduced for per-
formance reasons. Particularly in the caséisfributed federated raulation, the amount of
processing for transforming data dhzd kept as low as possible.

3.2.b. Service and Link Repository

For the demonstrator, an onlicapable repository is not needadd thus not implemented.
However, it is necessary to offer a possibilityrénise existing links for new or for modified
scenarios. The solution used for the demonstratdessribed in detail ithe next section. It

includes thefederation adapter® a standard set of time, awhtand data links that can be
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reused to connect a new off-the-shell simulatothe federation. Of course, the link set of-
fered by a federation adaptemist final and can be easily ertted by new links of any type.
Those new links can be collected in an onliepository. Alternatively, it is possible to de-
scribe the links in a standardised way bgams of WSDL [WSDL] and store the related
WSDL descriptions in a dedited registry or directory.

3.3 Specialising the ICT architecture

A completely loose coupling of simulators isexy flexible approackhat reduces the techno-
logical effort and interface requirements fomnecting a pair of simulators to a necessary
minimum. However, this effort may grow vegyickly with the growing number of different
simulators within a federation where only a fewmilar links can be reused. Furthermore, the
lack of common modelling standards increabescosts for the dependency modelling as well
as the costs for visualisation and analysis ofetit@e model. In order to use our approach as
a standard for the creation of large and hetereges federation networksis necessary to
find an appropriate trade-off between flakilp and implementation costs on one hand, and
the costs for modelling and analysis on the ottzgrd. The solution is to select a small set of
standards for the time synchronisation aependency modelling without abandoning the
core idea of lateral simulator coupling andessibility of a federton by adding new links
when needed.

3.3.a. Dependency modelling

The coupling of simulators and their modeis links requires the modelling and implementa-
tion of real world dependencies on several letleds correspond to cemasteps in the reali-
sation:

1. Definition of dependencies on a service levaletermine the kind of relationship be-
tween two particular domains like Oa powatish provides electrical energy for a
TelCo buildingO. Such relationships havé¢odefined in the service network during
the first design phase and fixetet of links to be implemented later. The definition is
independent from the model topology and #iraulators used to represent the do-
mains.

2. Definition of dependencies on an instance levddy down the dependencies between
concretemodel elements, for example OTelCo buildiBg 2receives power from the
power station®20mandP18rm0. The wrapper of the corresponding link needs this
knowledge for correct data transformatidinis definition depends on the model to-
pology but is independent from the used datars. Please note that the instance level
dependency definition includes the infotima about the dependeies on the service
level. It serves as a further conmoe of the service level definition.

3. Definition of the interpretation rules: prescribe concrete relevant properties of
model elements and a data transformatige like Oany kind of equipment inside a
TelCo building is out obrder if none of the power si@ihs connected to it has a prop-
erty VoltageLevelwhich is over the threshold of 80% and the own backup power sup-
ply unit is dischargedO. Those rules haveetalso implemented as a part of the corre-
sponding wrapper. The rule implementation depends both on the model topology and
the simulator API.
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A central data model like FOM [HLA1] may fditate the costly task of dependency model-
ling, (especially on levels 2 and 3) but at thenedime it may limit the generality and flexi-
bility of the federation approach.

DIESIS offers a convenient way of dependg modelling without a necessity of using a
global data model. The first step in depengemodelling is sketchinghe relationships be-
tween the domains in terms of services inr&ise network as descriddan section 2.5.a. To
define the dependencies on the instance leeslofsd step), it is nateeded to lay down a
complete common data model with complex objdéet-entities. Only a set of model elements
that are relevant for the cross-domain relaghips has to be fixed for each domain. Those
elements do not need to have any properti¢gpar information and can be simply defined by
domain-wide unique names or IDhe DIESIS approach containKaowledgeBaseSystem
(KBS) that is employed for defining and sty the relations anthe corresponding model
elements. The KBS stores the model inforovatand the dependency relations in form of
OWL (Web Ontology Language, cf. [D3.1b]). Thepdadency relation listxan be retrieved
by any simulator via a special data link at rumtinhhis information can be used by a simula-
tor for automatic generation of the modelled datks. Please note that it is still possible to
add the directly coupled simulators to the fadien if another couptig standard (like HLA)
has to be used or the dependency modelrisdme reason not applicable for a particular
simulator pair.

3.3.b. Time synchronisation scheme

The usage of a common time model is not possibla heterogeneous federation of simula-
tors having different and partially incompatilagernal time models. Nevertheless it is man-
datory to guarantee a corraemtder and timing of cross-domaavents. The solution used in
DIESIS is to make a simulator to work evéatsed from the point of view of the federation
without changing its interndime model. To achieve this goal, a corresponding wrapper has
to manage its own clock for the global simulattone. It also has to be able to control the
simulator by making it performing simulation steyfsa pre-defined variable length (a OstepO
from the point of view of the federation mayjuére several internalsiulation steps or runs)

and to pause or stop the local simulation to wait for external results. For the realisation of
such a solution, the requirementdioé simulator and its API are:

1. The adapter should be able to pause or stop the simulation as soon as the given inter-
nal simulation time is reached. If the siation was stopped (and not paused), the
ability to restart the simulation using the previously computed model state as a new
initial state is required.

2. The simulator or the wrapper should be aldlecompute a simulation time interval
from the current time point to the next#lly produced cross-domain event in the fu-
ture. Alternatively, a possibility to restotlee previous model state and to restart the
simulation using it as aniiral state can be supported.

This approach is applicable to a large number of the currently available ClI simulators that use
various time models (like the ent based model, constant tirskeps, steady state, etc.) and
allows the synchronisation of the wrapperOs clock with the simulation time of the internal
simulator.

The synchronisation of the local simulation closksred in particular wrappers can be done
directly by connecting the simutas directly via time links. IlDIESIS, a special technologi-
cal component, dime Managemeni odule (TMM) is used instead. The task of this compo-
nent is to collect the estimated values for dineation of the next timetep computed by all
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simulation nodes, to select a minimal nomaive value and to sd it back via correspond-
ing time links. This approach ensures the &yagisation of all simukgon time clocks (stored

in wrappers and not in the simulators) aaduces the communication overhead (in compari-
son to a direct negotiation ajmaich) without any limitations of if$exibility and extensibility.

If the approach is not gficable for some simulator pairs thegn still be conrated via direct
time links and do not need tommunicate with the TMM.

3.3.c. Simulation control, visualisation and analysis

TheFederationControl Module (FCM) is a central technolagl component that provides the
user interface for monitoringnd controlling the federated simulation. For participating in the
federated simulation, it is mandatory that eéetherate sends a registration request to the
FCM (cf. [D4.2a]). This allows not only to emsuthe completeness of the federation but also
to create a list of physical locatis (IP addresses, pqredc.) of all federage The availability

of this information allows the dynamic creatiohpeer-to-peer connections during the feder-
ated distributed simulation and signifi¢lrreduced the configuration effort.

For analysing and visualising the simulation tesua federate has to be able to produce a
simulation log in a predefined format andsend it to a dedicatadchnological component
(visualisation or analys module) as soon as the simwatis terminated. The federation may
contain several different visualisation and geal units. For the DIESIS demonstrator only
one visualisation wdule is required.

3.3.d. Federation adapters

The usage of the federation-wide depemyemodel and a common time synchronisation
scheme allows defining a standard set of tidaga and control links having only few simula-
tor-dependent or domain-dependent partdederation adaptelis a software module that
connects simulator to the federation netweoia the correspondingCsAP based application
layer and the communication middleware anolvates the following ready-made functional-
ity:
1. Automation of the communication with the MCregistration, ability to receive and
interpret thestart andstoprequests (including the addrasformation) as well as the
invitation to send the simulationds to the visualisation module.

2. Automation of the global time synchronisationanagement of the simulation clock,
sending the desired value for the next tistep to the TMM and receiving the value
computed by the TMM.

3. Dynamic generation of the data links é@change simulatioevents: querying the
KBS for the dependency relation lists, managetiod the local stat variables, receiv-
ing modified values from other simulataad sending own moddation to the proper
communication partners.

4. Sending the simulation log fildse the visualisation modulend to the FCM (if asked)
at the end of the simulation.

The federation adapter (Figure 11) encapsuliieexchange and interpretation of the SOAP
messages and provides a ready-made impletien of several links and the simulator-

independent parts of the corresponding wrapperslst creates lists of the own state vari-
ables represented in the dependency lists ancesable values of foreign variables that can
affect the behaviour of éhlocal domain simulation.
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Figure 11: Links and services provided by a federation adapter

3.3.e. Integrating a new simulator into the federation

For integrating a new simulator into an existing federation it is necessary to use the federation
adapter and to implement only the followisighulator-specific pastof the wrappers:

1. Actions for handling startig and stopping a simulation.

2. A method that makes the simulator perfamimulation step of the pre-defined dura-
tion and computes the desirealue for the next time step.

3. Implementation of the dependency rules (level 3 as described in the section 3.3.a).
This method also includes a function that maps the local state variables to the internal
simulatorOs model.

4. A transformation function mapping the new staf the internal simulatorOs model to
the values of local state variables stored in the federation adapter.

Steps 3 and 4 require a definition of the praperfor the state variables. A state variable
property is a simple name-value-pair that t@nmapped to the internally used simulatorOs
model and is required for the definitionatlependency rule in another simulator.

A federation adapter accelerates the composaioa federation and facilitates significantly

the modelling of the dependencies. The approach used for the standardisation of the depend-
ency modelling and the time synchronisation schenapplicable to the large number of the
currently available CI simulators. In the cases where another approach for the simulator cou-
pling is required, the federatiadapter can be either extendadreplaced by an individual

set of links.

4  Workflow for Setting up Federations of Cl Simulators

Now that the basic architectural principlasdaconcepts ruling the federation of simulators
and especially the framework of the DIESISdeated simulation have been introduced, this
section concentrates on the overall workflfmw setting up und running multiple CI simula-
tors in a distributedimulation environment.

Ideally, the overall process eétting up and running a fedemt€l simulationand analysing
the simulation results shall be guided bywa®flowO. A basic workflow consists of the fol-
lowing coarse steps:
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Conceptual preparations
Modelling
Data acquisition
Deployment
Simulation
6. Analysis
In the remainder of this section, wdlyrovide more details for these steps.

a s wnhpE

4.1 Conceptual preparations

Preliminary conceptual definitions which the developer or user has to be familiar with can be
consulted in chapter 2. Most importantly, tnerall mission goal of thtargeted federated
simulation must be defined.

4.2 Modelling activity

The modelling activity can be divided into tybases, namely pre-analysis of domains and
federations and setting up the modelling environimBaoth phases are detailed in this section.

4.2.a. Pre-analysis of domas and federation

Understanding the structure and gaments at infrastructure level

Understanding the links and (real) degencies among the infrastructures

Stating issues andgslems to investigate

Stating measures and parameters necefsaiyestigating thesissues and problems
Creating and/or reusing ontologies

Deriving or determining dependencies

Creating rules for the KBS

Definition of possibly relevargvent chains and creatiagscript of those events.

Tasks a. and b. provide the daim knowledge necessary for the modelling of the infrastruc-
tures to simulate. If not yet done, the differdaimains of importance should be determined at
this point. For tasks a. and b., DIESIS archi#emd developers have to be supported by do-
main experts of the various infrastructureswadl as experts wittlan understanding of the
interrelations among the differeimfrastructure domains.

Tasks c. and d. are necessary in order to focilkeoassential part since each domain in itself
as well as the links and dependesao other domains are complex.

Based on the results tdsks b., the tasks through g. set the logic earding to which the
different domains intec with each other.

The analysis work done within thasks a. through d. senas a basis for taskthat helps the
architects in consolidating thefiocus on the relevant issuesdiagh the selection of relevant
events chains.

S@ o ao0 o
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4.2.b. Setting up the modelling environment

a. Selection of the simulators for each involved infrastructure

b. Mapping of real infrastructures toodels of selected simulators
c. Creating the Scenario Service Network

d. Creating the Technological Service Network

For tasks a. and b., domain expert knowledgeeexlad in order to select the right tool and
also to map the domaln data properly to the tools.

Tasks c. and d. are done as ddsmadiin section 2.5.: the servicesexchange and the links to
create are determined using the infation gained in the analysis froft2.a.tasks a. and b.

4.3 Data acquisition

The acquisition of appropriate data for the datian environment is a crucial task. The qual-
ity and quantity of the data must be satisfying in order to guarantee meaningful experiments
and results.

a. Getting Cl data
b. Adapting Cl data to the needs oéteimulations environment and purposes
c. Creating models for the simulators of the federation

Task a.: Data must be provided by the appetprpartner, e.g. a Cl aor. Altenatively,

data could also be syntheticafjgnerated such that it fits in the specified environment. Please
note that while a set of synthetically producethdaight be helpful for testing the software
environment, only validated data of existing asftructures can providealistic and trustwor-

thy results when it comes to experiments.

Task c. requires conversion of suitable Cl datanodels of the sinlators (federates). The
granularity of the modelling is pidy ruled by the requirements or SLAs specified in the tech-
nological service network. The Gata typically provide fwology information, information
on CI elements and their tatical parameters, and more.

4.4 Deployment

This phase describes the technical realisatifotine simulation environment and the models.
Besides the CI simulators, the simulator adaptee the most important components. With
the Scenario Service Netwoahnd the Technologic&ervice Network at hand, these are the
steps that need to be followed for the deployment process:

a. Building Ontology and dependency relations

b. The set of necessary technisgstem pre-conditions has to be defined, agreed, and
documented. This includes

1) Operating System(s) and versions used
2) Required libraries antheir version numbers
3) Clarification of software licence issues
4) Required settings like IRumbers of host computers, numbers of open ports etc.
5) Additional software used (e.g. analysiftware, visualisation software, E)
c. Implementing the adapters
1) Mapping state variables to Simulator models and vice versa

& D4.1b Final Architectural DesignPage 25 of 29
e-infrastructure



EU Project DIESIS RI 212830

2) Time management: realisation of time models
3) Defining dependency rules (FONT-Rules)

4) Realise simulation logging faats or define log fildormats using existing simu-
lator logging features

The information gained in the pre-analysigpst should serve as a basis for building the on-
tology.

Task c. is the most demanding one. It carsbledivided into four ditinct steps as shown
above: the first step cosss into a definite mapping oféhstate variables and simulator enti-
ties to each other.

The second important step 2)tie realisation of the time model of the simulated infrastruc-
ture. The time model of the single infrastructgsmaulator has to be integrated to the event
based model of the overall environment. Tis #nd, a synchronisation mechanism comes to
the fore as described in [D4.2a].

The dependency rules of step 3) then specify how the various simulators involved interact
with one another. A description of thepg@mdency modelling is given in section 3.3.a.

At this stage, the whole simulation environmenbuilt. The user or developer knows which
infrastructures, simulators, measures and data are in presence. He or she can then know which
values can be logged. Therefore, a logging fornzet to be defined and the runtime logging

has to be implemented.

4.5 Simulation
This section describes the tasks connectetieésimulation activity. Two main tasks can be
distinguished:

a. Configurations

b. Simulation run

Task a.: Configuration activiis concern on one hand the overall simulation environment and
on the other hand the single infrastructures. Prior to a simulation some pre-settings can be
undertaken e.g. that a simulation should stderafome pre-defined condition or simulation

logs should be written during simulation or filee. The same kind of pre-configuration can

be made for single infrastructures simulators.

Task b.: following are the different psible activities dunig a simulation run:
1) Pre-start set-up: set up necessalyies before simulation start
2) Pre-start tests: test correctnessettings before launching simulation
3) Starting: launching the simulation
4) Online visualisation: visualise the whalea part of the simulation at runtime
5) Logging: if so configured, log necary simulation data and events

6) Interrupting and restarting: interrupgy (without completely stopping) a running
simulation at a certain point (and simiga status) and reamtting the simulation
from that point

7) Stopping: ending the simulation
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4.6 Analysis

The analysis phase can be suldid into the following tasks:
Selection of an analys@ visualisation tool

Reading log data

Analysing or visualising the log data

Storing the analysis or visualisation results

Evaluation of the analysis or visualisatigsults, e.g. by comparing them with other
results

® Qo0 T

5 Conclusion and Outlook

This document introduced the firdescription of the chosd®T architecture approach. The
main architecture concepi$ this second draft are:

0 Scenario orientation B for producing taifoade federated simuians guided by a sce-
nario service network.

o Lateral coupling of simulators B for prothg specific coupling dations and avoiding
the attempt of generic ceatised coupling solutions.

o Families of functionalities B splitting up theuplings into up to four different types,
based on the required functions.

Advantages of this approach include:

o Federations can be built right away following taigroach, without prioeffort of realis-
ing a centralised coupling solution for all sorts of ClI simulators

o0 Existing solutions for coupling some federates be reused, even if the couplings are
based on commercial solutions.

o Newly created couplings increase theentory of solutions for coupling.
0 There is no need to alter the code of the involved simulators.

The presented approach proceeds beyond the sfathe art in coupling CI simulators.
Among the known coupling approaches for Ghuglators are EPOCHS [EPOCHS] and IR-
RIIS [IRRIIS]. In both approaches, telecommuation and electricity evork simulators are

to form a federated simulation, and both useagent-based paradigm. IRRIIS adds an exter-
nal events simulator, SimCIP, to enhancefederation. While EPOCHS claims that its ap-
proach is likely suited to integrate other $dhulators B which has not been validated, to our
knowledge D, the focus of IRRIIS is rig@duction by adding middleave-improved technolo-
gies for exchanging information between operatdr€ritical Infrastructures. A quite differ-
ent approach is CIMS™ [CIMS], developed #ie Idaho National Labs. CIMS is a dedicated
simulation framework for analysing the interreda$ of various criticahfrastructures. CIMS
performs its own simulation, but may also conried variety of externdbols. Another rele-
vant approach for coupling simulations isedl, originally emerging from the water do-
main. OpenMI focuses particularly on remuyithe barriers for exchanging data between
programmes. It provides for doinlgis, for instancewith a configuratioreditor that supports
the identification of the locations of data fland defining model connections. It also sup-
ports the transformation of data and the conwersif units. Dudley e&l. [Dudley] state that
OpenMI has made it easier to run large simatetj but they also pdiout that the problem
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of simplifying the understanding dfie output generated by teamulations has not yet been
solved. This will also be a challenge for researchers in the CIP domain and for EISAC.

The approach chosen for DIESIS addresses arwaahgie of Cl sectors and simulators and is
based on an increasing inventgoy repository) of coupling solutions. The DIESIS ICT archi-
tecture approach has been applied for remisi distributed federatesimulation including
three Cl simulators (electricity, telecommeaiion network, railway transport), a flooding
simulator, logging mechanisms, a controller Gahd offline visualisation of outages. This
demonstrator has been built using DIESI®iaperability middleware technology, including

0 A knowledge-based system built on CI ontologies,

0 A communication middleware &h supports running the fedges on four different host
computers,

0 A SOA-based framework for realisingetfinks between the federates, and

0 A time synchronisation model suitable fornshronising a wide raye of simulators
(event-based, steady-stadiescrete time steps).

This document also contains sfiechints for applying the architéural approach in a realisa-
tion phase, based on our lesstewned during the realisatiai the DIESIS technical dem-

onstrator. Finally, this document provides a detidescription of the workflow for setting

up a distributed federated simtitan, starting from the very st conceptual design and end-
ing with measures for the analysis phaster concluding a federated simulation.
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